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Testing Can Fail
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Image credit: Changliu Liu, http://www.cs.cmu.edu/~cliu6/files/
NN-slides.pdf
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Verifying Neural Networks
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Challenges
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Testing Formal Verification
Pros: Scalable Pros: Sound
Cons: Not Sound Cons: Not scalable
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Binarized Neural Networks

Linear. 2; = Q;z;—1 where Q); € {—1, 1}ki+Iin

. Zij = q;‘-PZi—l J=1.. kin
lo.to S4bits ReLU. z; = ReLU(%;) = max(0, 2;) and given that I < 2, < w an
Bim 0] can encode the block as:
L L zi < Zi—1l(1—
Real-valued 1] I:? 5 < 1=8)
Product 1= A

Networks i 5 <fB-u

B e{o,1}

Sign. z; = sign(%;)
2>20 = z=1
2 <0 = =0
but given bounds [ < z; < u, this can be formulated as
—-1< Z;
Z; <1
I-B<%
2¢ < u(l - ,3)
Zi = 1—-2- ﬁ
B e€{0,1}

Binary
Networks

[Figure: https://mohitjain.me/2018/07/14/bnn/]
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Experiments

ACAS MNIST
€ Time (s) Accuracy (%) Loss  time (s) result
Mean Max timeout Verified Data  full precision BNN 2174.43 2.37 violated
BNN 0.1 0.223 321 000 8824 956 DNN 1203.44 4144  holds
DNN 5.47 28.12 0.05% 94.33 98.22 8 bit BNN 1634.25 5.73  holds
BNN 0.3 0.194 454 000 6178 95.6
DNN 7.12 41.33 1.02% 80.68 98.22
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Formal Verification is Key for Safety Critical Systems
I




